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{54} Communication network and devices to be implanted within a subject 

{57) A netwixk device (104-111. 200) that can be 
t nip: finite in a subjecl (102) is described The device is 
configured to communicate over an internal wireless 
network o over < > >>? fw - 112 

one embodiment, the device (200) of the Invention ^''Xr,/^ 
iocsxies an interna: interface (2" 2) in physiological io'*-ol 
communication with the subject (102), The intsmai 
irti Ucz\ < >1sgiwK 
to, a proesssas (202) The processor is configursd to 
receive and p < - >. and is mriher com 
utsd to conMnuntcafc svt s t ps. tw k witf 
a; jher such devics snm 

4, 5, 6} 

tegarding a host's physiologies! status, monitor and/or 
controi natural (710} and/or artificial organs and pros- 
thetic on, Co j s sfeon (716}. 
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Description 

Background of The invention 

~lotd of the invention 

[0001] rhs * o tfis areas of 

compote; iet* - ■ - } debtees. More spe- 

CT rt ~ Of d CC-- vC 'if 

uted to be implanted in s subject rev; crests a 
communications netwom within Jfte subject. 'The 
c< jj txms -\ rfeas oi com- 
puter science, sio;o$y„ and medicine. 

The Rsiated Aft 

|QS02] So >ji ,« ah at, o 

esse s c M ostant cw e 

quant rnonliat i > >n Jo sis vive, 

or at ieast ma ■ • festyie. Exam- 

pies of - <fee canees 
and Parkinson's disease. Treatment oi heart disease 

to oetect dangerous pm 

administration of drugs to reduce or eliminate those 
states. Of m onfe-p bef- 

> tor best effect. 

O^e dise,s< vk ' ann > ojs 

ease, often requite Song-term- -or perpetual ■■■•deiivery 
of medication in some cases, delivery is optimized by 
' e pa tods 

[0003] Advances in she miniaturization oi electron- 
ics and mechanical devices have provided various 

"\ « t v - < , 

Hon arsd intervention to treat heart disease, implanted 

communicate with externa! devices to exchange data 
a «■* ' ^ u m V > - v \ ~ J 

f ti and Paul 59S8: Snail and Levin 1S98}. 
[9004] Hcm - - - evices are not 

resigned t u i'f as ces 

"-thy a^v oath 
i g xi tiervemion functions 
stimulus) in e sine.se unit. This design philosophy 
increases the complexity of the implanted device, 
thereby increasing the cost of the device and reducing 
r miiebifify in adOihor'. me us 5 of Sing:.? cisvicss 
reduces o « > fy so evidently g erane 

aggregate phys jtt tics lets from venous paints n the 
t-Ovii ou 1 j 5 3 t usefui 

given the body - - emical systems 

rot otmpi. , , s^sanne 
disorders; ccuid be ballet adds essad by monitoring and 
treating tie body at oisparate locations Present 
imptanied medscai device designs preclude such 



options 

I0S0S] The mx 1 jgeous to pro 

vide implanted medical devices thai can he linked m a 
netwom so thai separate, speoaiked implanted devices 

s can perform monitoring and intervention functions 
Moreovs; ii would be advantageous to provide net- 
worked implan commonicats 
data m the holistic physiological state of a patent at 
one or sse ao^sn 

!C {ages arid mom are provided by the present invention. 

Summary of the invention 

iOOOS} The present invention provides methods, 
devices, end software le inpterrteht networks of devices 
internal and/Of eternal to a host. Si 
ac&ttess the shortcomings described above in asxiitior; 
to p.v\ da a is host. Exam- 

pies of 5 nc ii. Oi. with x J i rni- 

8Q tatton, the host's location and/or iocs; external 
men ' t - m s> ' ^ -< do seen tc 
add) ass imp< s ;ai a.: d bio 

iogicai data. 

[0007] In a i • t iv 1 , c c 

vs vide^ 

1 I , iventicn is confiouied to 

commuriica:e . in cms embodi- 

ment, the device of the invention includes an interns! 
inters \ tne sub- 

s<> ject "> 1 nt oupied with, and 

ured to send signals to, a processor. The processor is 
configured to receive and process the signals, and is 
further configured to communicate over a computer net- 
work with another such device. The processor is further 
coupled with a cofnp«i:e; n-eniory ttor str)ring dart; and 
instructions, an im to' sending and 

1 tfwofk md a 

power- source. 

[000SJ in a tmre partcuiar embaStment of the 
a; ce< h prises 

a sensor The sensor can include an ahisbody detection 
fxrmponent. The antibociy detection component can be 
configured to > d to fume spe 

Cil i 1 vli'r >r v pro:rt;of i erium Or 

bacterial prc-duot. or a metacclhe of tne subject. The 
serisor can also be configured to measuie a phys.ioioai - 
oat pammeter of the subject. Exempt of relevant 
cai pa houJ limitetion 

Mi ate, blood sxyge < iiow rat 

so temperature, and blood pH. 

[mm] n one antf-odin o .< 1 spi 

at an internal location In tne subject. Alternatively, the 

1 C ' ! - e 1 ,K 

tio;-i of the device (e.e an ii«srtace) Is ermcseci througn 
M the subis 

the skin of the subject, or worn by the street Tne 
devices can be configured to communicate wifh sources 
snd compofei >. arx or rsmofe front. 
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this subject. 

{0010} In another aspect the present invention pro- 
vides a m« 

lion of a subject, in one embodiment, a dsvsce of the 
invention is implanted in a subject Communication ss * 
established with the subject, and af least one pnysioiog- 
ica parse <r - '' x rtinec ^5",; the 

device. The measured parameter is oomrmjnieated 
sing the* * Don t lica 

hoc oar? include sending a signal jo another rmpleuuxl 
dei ca or fo a /e The device can aiso 

teceive signals from a second such device. In cm- 
embodiment, a therapeutic substance is dispensed 
under control of such a second device 
[OOllJ In another embodiment of this second 
aspect of the invention, a determination is made 
whether a signal shook? be sent to sax;!-; second device 
and sane ng such signal if a s- f 
made, ! >' t - > ■ ■ i is received 

from a nefw > < 

signal is processed and a defetmination is made 
whether the signal . - \ : prsiable and ;f the signal is 
( t 1 I " Me m - fton is 

njquired. The action in executed i? required. 
{0012) in soothe: embodiment She present inven- 
tion: is able to monitor and/or control ariltoa! organs 
such as an a:? s etcssweti 

as monitor and/ot controi a prosthetic device such as an 
artificial limb, eye. tooth, etc. 

{0013} These and other aspects and advantages 
will become apparent when the Description below is 

V in conjunction v* the accon-pa eying Drawings. 

Brief Description of the Drawings 
100143 

Figure i illustrates a wireless network including 
to-planted and e:<ierna; medical devices and sen- 
< & \ o> nn ««tcat o i >r 
age, and display devices in accordance with one 
embodiment of the present invention. 

I gu« 2 r ust hat t system Jrci t ;tt tee 
devices cr f essustwor 
in accordance with one embodiment of the present 
invention. 

Figure iffo rare afchlieofure for a 

dev conf 

' uc u i s . 1 1 > v. 

invention. 

s ting the opeissaon of a 

i \<i ed to operate in a wi rsverf 
>f the present 

invention. 



Figures to- c x ">r s>fa 

device configured to opetsfe in a wirefs-ss network 
in aocofdance with one embodiment of the present 
invention. 

Figure 6 is a flowchart lustrattng the operation of 
step odd in greater detaii 

Figure 7 illustrates a wireless network including 
irupianfed medical devices ecu sensors In addition 
to an externa! data proce stereos and phar 
mnceu-ical dispenser in accordance with one 
embodiment of the present invention, 

Fi in stra js a wire js tetwc x 3 
impianted medical devices and sensors in addition 
to an intern i in acoo d 

ance with one embed i 

Description of Some Embodiments of the invention 

(0015} The present invention provides method*, 
software, and systems for implementing networks of 
medics! devices or other impianted or externally 
mounted devices. Such networks can include two or 
more neiwc - 

networks ca- i , w e*ts; nally- 

n s, a tworaexs devices < 

i srse or more soutces or 
devices external to. and remote from, the host. Including 
display devices, storage devices, and/or pharmaceutical 
b-^ o wi>e< 

networks that include etecthcaify or optically conductive 
materials tc d oevfces Tne 

netwo "tii * s that employ 

stgnafe broad N "-kS devices Thus, r's 

software metlx ns provided h« sin can 

provide • ea ■ ;ai ktnctjo is 

a multiple an; ion to contr< of 

pharmaceutical delivery to a patient Such monitoring 
and controls * e at a medical faci 

liy or remotely. 

toot SI Figure 1 illustrates one embodiment of a 
wireless netw % t] u es within s 

patient o; host 1 - is sot vtoa >e 

ousfy implanted * vices? and > Such 

devices are defined herein ss devices implanted in the 
bod) n* the i t < n'oc hv t ' 

<. es , \ crHed devices 

and s s \ 

resented by squares {a) and are defcned herein as 
devices of the e body of the 

pat v e o> fx if t m jf toe d ,>s 

mn be perceived through the skin. In addition, the 
devit es of ax nv« ntk n can aieo be mounted externally 
on the host (net shown). For example, suitable devices 
can be worn around trie vva;st, wrist, neck, or other 
spprop.uaie arsatomu:al location Afternaiweiy. the exter- 



at 



Si- 
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nal oevices car. a:so be attached to the sosdermts of the 
host, e.g., as a "patch". As noted above, hoover, the 
fe a i of the ' . \ wired network 

in which signals between devices are earned on a con- 
ductive wire, 

|8017] *» ;t * leous - sd 

transdermal devices communicate etaia and instructors 
using a wireless network as indicates' by the dashed 
it i h Figure. For sxan % ~ 

d:5V:Ce h'.Xi v 1 i < icxi dev:ce 

comnu .''w^i-ca 
sjao cart be by direct connection between the devices 
{e.g., devices /do? and ?/?)or via intermediate devices 
' > ;? osmrrs - re »Vv?. 

device /do). The device of the internal network can fur- 
the com in nnscdon to 

target networks {e.g.. t< > - ?xg, dais stoi&ge 
devices H4, printers 176, workstations or other com- 
puters , \ f s * 

IWiBj Each of devices iW Hi can be any 
< ration suffi- 

cient to parfcrn t 1 c or or atk is 

; « c p-eratien. 

One ■ \ of a suitable 

device is provided at SQQ in Figure 2 Device 2;?0 

w'^m wUoec 1 with a 

power source 9dO programmable memory r'eaeS 
oniy memory {"BOM") ddex random access memory 
("RAM") ;OP, an internal interface 1 and an external 

>ta fa < ese above-dee oss eamponen 

be provided if! a single housing (shown by dashed bor- 
der ;?/S). or =« one or mere individual housmgs that 
include eoupfings sufficient to enable the connections 

X! SOOV8. 

|0&1§3 Microprocesso; 292 can be any data 
ptcsc-essing device configured to process dais, and 
instructions c ■ t < N m tenettons of 
six- device F> d - >.x 

Oi&ity processors,, seen as application-specific Inte- 
grated circuits f'ASICs*') : or general -purpose 
microprocessors, such as the ARM® processor {availa- 
ble commote iai > t I flacdines Ltd, of 
Cambridge US -,?<<'' 
comma ciaiiy from ?doi - i. Pro- 
yammafc 1 S1C ar« 
ol standard design and construction. Examples of seen 
processors 1 ss are k xi to those 
having skili In toe eteettc lies an : t o-eiactronios arte 
{ 3to( t i 5 o Rsi- 
ston and Rsiisy 1933, Heritog 1998). More particular 
exams es k ud m to those ot skill so 
the computer sole s ■ ; as "embed- 
ded processors". These devices are compatible with 
reef-time operating systems as described below. Exam- 
ples of suitab > : r? include moss 
sold under the trader 5 n<x < S 9 (f om Mi ;» n of 
Desfvioines. !A} and VXWORKS {ftom Wind Rivet Sys- 



tems ol Alameda. OA), 

I0SS01 Power source £04 can be any source of 
electrical energy sufficient to allow operation of ihe 
smptaoted device, such as a battery or the like. For 

s example {he powes sot, ;e 

and rashargeaide back-up source ol eieoincsl energy 
{$m e.g . 8s ' x wide variety 

of these and other suifabie devices wit! be known to 
those of skiil to toe medical device and bio-eieefheas 

.<■? engineering arts. 

[0021 } External interface £14 can be any device or 
comtsiriaiton of device 

tlon of the imps« c vd other mtoianeo 

devices and/or exterrteJ devices such as those liius- 

« frafed in Figure 1. Examples of external interfaces 
include F$r coupieo dsx ces - 

enec IS s jcti 1998), other cm 

fipuratioiTS w i heblo- 

eieetronics arts (s<?e e.g.. Oases; 1985; Polls;.* 11589: 

iv> Morgan and Rich? ds ISSS; MyHy^at 99?; Pn 
arxt Faoi 1S98: Soeii 1998; Sneli and Levin .993; t0 
some transdermaf embodiments {e.g., device tm ol 
Figure 1), the external interface will include a percepti- 
ble tiKlittiXor' responsive to the states of tlx: host Exarn- 

55" ptes ot visible indicators include light-emitting diodes 
flEDs") and liquid crystal diodes g'LCDs"), An audible 
indicator can slso be implemented. Still other suitable 
examples wilt be iamiiat to those having skiff in the 
medics! device and bio e - - \, arts, 

s<> (90223 Internal interface SIS includes one or more 
deuces configured to determine the status of one or 
more pbysiofo st Suchphysi- 

otogicaf p&rametejs can inolude any quantity «at can 
be measured by physical, chemical, or immunological 

s-s means. Sxatrplss of such parameters include heart 
tate bio - sits st v ccrn- 

p^etion e'i , i" ^ the p 

ence of antibodies ot offte ;a components 

(eg conxdment la<:tors. rieritroptiits. and/or aiariXiph- 

x: ao. ht j. m . x s 

nants, the presence of hormones, ensymes, or other 
biochemically relevant molecules (e.g.. carbohydrates, 
p me is, o pel m techno! 

ogies are v to inpiemenl such detectiors m 

4$ accordance r v the present invention (see e.g.. Mao- 
i. i * » » < i< ' r m;Z brO 

19S8: Crooks and Riooo 1S98; batiks 1938, MikovioS; 
Uimer el a'. 139S: Pastchi arm Paul 1998; Semandk 
a;xl (teviocdi I99h. Wait 1998; in other anm-edim-rims 

st- the interna! ffiferface is not included. For exampie, the 

G5X Cs iK"»b v. i i 

lection arid processing point, in another example, toe 
dsv ce is conf igi - ■ t ■> ^ r 

as well as da-a so .ess.og 
M PKtS} ime a wmv :?x? may trco no <m , 
of a Van;; 

kidney, pancreas, etc . as weii as monttor andA» control 
a pr >shx tic de t. b eve tooth 
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-sic. 

[00241 F5gur»'3 illustrates one embodiment of a 
software arcnitectwe fei an ity^ianiatte device of the 
of a usei interface 
{"'Oil 3G2 is provided that is configure to eJtow access a 
to {he ui , S ca. <^ , operating system and as < - 
support software running on microprocessor as 
described below, in some cases. Ul top? is accesstorie 
only est I config nj 

fevice in >•£? 
other cases, ui -toto includes elements that ace accessi- 
ble front the device itself. For example, transdefrnai 
devices can ; * - s buttons {phys- 

ical- or soft-buttons) that can foe activated by toe host or 

i aotafoie dev ce is 
[0025] ' A ra,i^-> * , ^ * u p« r - 

ippiieatio lion of the 

implantaoie de* at ficns :n de software 

configured to acquire and/or process signals received 
from Interna! interface 212 {e.g.. heart rate or antigen go. 
concentration), software cotorguied to provide commu- 
nication with other networked devices {both interna! 
and/or exte: na plication layer 

304 includes software written in a device-independent 
prograronfang language. In a more particular embodl- m 
overto the dtvice-irxteperxteni software re written m a 
language m c 

codes. Such ianguag lut i t gran 
mine language (avatobie from Son Microsystems, inc. 
of Palo Alto, CA}. The design ar<} construction of such W 
softm-e a-xs other s t toliar jo 

vl ~>-.a o &t> 8 ' c ! * 1 - 

arts (sea, e.g., Catnpiona end Wairath 1998). 
w > Beneath a - fessaging 

Layer .toto she; handles; communications: between applr ra 
catiorifs} running in Application Layer pga and otter 
devices. Undsriueato ^lessaglrxs Layer Pud ;s Opera-lug 

figured to allow appllcationm) running on Application 
Layer dr'to to operate en toe implantable device to the -m 
invention n one emb \ am 3 -i 

toduries a reel-tone operating system end/or a virtual 
mam e Cv d ! im used to 

implement applications running on the Application 
Layer. Various Device Drivers P ? P can also foe Included 45 
to implement .sepwafe instructions camp hardware ele- 
ments included with the implantable device such as 
devices ss \ s 
design and construction ol such software a be fermiier 
to these of i m - compute- science i electronics m 

d 33 ic 5983) 
10027] One embodiment of a method of operation 
a- an imp toihto device of the nventlo j provided •> 
R gu ! e 4. Starting at step 4{& the applications) running 
on the application layer perform toeir task (op, m 
processing data obtained from physiological measure- 
ments mads using interface Layer At step 404 a 
if stir, n is m fieationis) have 



performed their taskfo). if the task's- are not completed, 
the process flow returns to step 403 aionq the "No" 
branch ol steo ' " Otocrw so t^e fas\?t are oe:e' 
mined to be c<cn e : :. : -"c arxt toe how to processing 
moves along the "Yes" branch to step 402 where a 
deiemiinattori whether to send a message regaidiog, 
the completion of the taskts) •. ed » meet >% made. II no 
i je is to vres along N x 

t anch to step who tic i «, e; te to 

O ^ ^ ! S< 'SO 3>f t 

f such notliic n the user nra r - 

^oo for tfis^ v toac , ^ ^ x* 

• step hto. 'toe urraated steins can aiso be osmon- 
strated on any perc^Sttt^e mmwi interface (e,g,, by 
iffon Ftftt v a 1 the utxe^s 

terminates aiong the too" branch ot step 408 Return- 
ing to step 4G6. if a message is to \ sent Mowing 
efio i t f-fa s sent 

cw«f ihe wireless; network ;o aoy other inplarsted net- 

* 1 1 nbodit the 

TCP/IP protoco: is used to enable communication. 

10028: f ti 3(.t^ 

is provided in Figure 5. There, a message is received by 
an implanted device ~ . c 'he device's 

external Interfsce 214 i -o^eo us^g 

the device's microprocessor, and a determination 
whether She message has been processed successfully 

made at step $ ft essage ot bs pre* 
essed, then the process flow proceeds along the W 
branch to step otto where an exception : s thrown and 
- s Otherwise, the process moves 
along the 'Yes 1 <- t ape "Pat which 

, s i mum >»e x- > 

formed. If no action is to be performed, then the process 

^ <t 1 s i to % id sky totns wist 
the process flow moves along "Yes" bfanch ol sfep SW 
a to pros s % ' gore 4 

(00293 The process of step SOS is Illustrated >.n 
greater datatt in Figure 6 These She exception is proc- 
ssed at stef si > let m < &< 

whether the exception Is an "Internal" exception ooly 
(.re., Ofie ■'-:::.::: cm a respon;;e to rhe eeiidme device 
only). If the exception is not solely an interna! exception, 
then the or oces No" bm 

6P4 to step 605 where a determination whether the 
exception Is only an 'external' exception (;<?. one 
recjo ing an &>. •>. using a t iitsdei na 

device} uthsrwlse, t ' - es aior P . 

"Yes ^a r tot to the 

sender at sjeo 1 j terminates 

V m\ - -• ! w i,i > v"al rte> 

Sson, then the "Ver branch o? sfep toto is foitowed, the 
exTsrnaifOfe i } odihoprot 

ess terminates. Otherwise the process flow moves 
along the "NcP branch of step $0$ to stop 608, where a 
determination is made whether the exception is both 
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< r s and "axtemaf. if so, .'{hen the pfeeese movee 
along She "Yes" branch to step where Ins external 
user Interface is updated and an exception is returned 
o e sendet Gthe wis* the Tto" branch is followed, ® 
v> h oh o 3 e> ; aces updated, 

and xx px/cess xmanates 

[0030] Figures 7 and 8 illustrate two embodiments 

Of -!'{!<■' i s ' nt O 'X\ 



3 host 



■inter 



subcut 



ti : Ixx ■ 



xpux: 



' and/o 



e farther n 
rsouiator - : 



indicated by the if 



e ciensmiiy 



optionally, 



vith r 



; be 



( measx' 
■x>xi ant 



assoi aac < td/< furthe 

processed on i - a X; the a noostt of 

medioatsbn released to x - ; >n fae controlled 

basso on such < ( s san be farther 
coupled wi# 



inforr 



"o;x 708. Device dd'd is located near left kidney 7:0 el 

host aod device 70-3 is located in right kidney 71ff 
^ !,r -a - < * ce ? pedo arsons 

measurements {eg., measurements related to renal 
function and/or renal cancer) &no communicate the 
results of their determinations with each other and 
i d n tat 7TX. L t 7X J can be configured 

tc provide an i t dost 702 

antffe carea t , a - ■> - » , 

ing an ano rafy rega t 



rkxi 



100311 Thus, in op-- 1 
include interna! interfaces configured to determine vah- 
oi s phys >o ;ai parameters c eiats 
renal function. Software running on these devices col- 
lects and processes the measurements and communi- 
cates of 



ents 



other ■ 



- , rs;,ate and the amount 

<. i \ , releasee to host dTd- can be controlled 
based on such f v* ' 1 :an be farther 

i \ v with a wider network of computers to 
information to other caregivers and/or databases, thus 
providing reai-time infermation about the status of Host 
702 So remote caregivers in addition to a detailed his- 
tory of to. N n 

D03S i ve- 

in which an interna: nxxiieai device d?d is located within a; 

penset ot oinet Jd o prod x a there 

p «gc effect in \v es N 

1 0 " x xt N X 4 \t i sc 

, 1 hav 

i - q inte ite jured to dete (V, »ie ^ ous 

{ > >d v i t >f f d to terns 

function. Software running on these devices collects 
t i i th( ft\ < 1 i 

these measurements ?x;-oss the network ot devices 
804 dOc. $12. and host computer roc (also, option- 
ally, mih renoialor SIS}. Those rneasursments artd 



providing reai-time intorrnation about the status ot boat 
SO," to remote careOvers in addition to a cKaiaheti his- 
toi'j- ot the mecilcai status of host 8Q2. 

Conclusion 

fj933J Thus, the pie? - ■ » be appreci- 
ated to provide nefwofked, implanted medteat devices. 
These devwee can be used to monitor a patent a phys- 
iotosicai state ; monitor snd/or control artificial organs 
atid prosthetic devises, dative: rnedicafcem anci pro 
vide physic es s ^ rtet 

works erf {he invention will be seer) to provide greater 
flexibility le-aWiTy, a: >ss by allowing 

multiple devices fsevsng Sinspior cxk xx, x 
dessgns to work in concert to treat diseases or regulate 
1 v , d notions 

ARhough cettain en^odlmenis and exam- 
pies have beers used t< es snt invention 
itwiil be apparent to those having skili in the art ;8tat var- 
ious c+tartges can be iTtada to those en?bodimenfe 
and/oi exan t ma ecope o> 
spirit ol the present invention, For example, it will be 
appreciated from tiie foregoing that many steps of 
processing can be implemented in a sequence different 
from that des ! dog the inven- 
tion, in addition, various implanted devices not 
OdicitSy can be used in con|un«lon 
writ? the present invention. 
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